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Information security / ISO / ISO 27002 Foundation

ISO 27002 Foundation
Online instructor-led
Self-study
Modality

English
Language

5 days
Duration

Get introduced to information security controls with the ISO/IEC 27002 Foundation course. 
In just 2 days, you’ll learn the core concepts and categories of information security 
controls, aligned with ISO/IEC 27002 — including organisational, people, physical, and 
technological safeguards. You'll also understand how this standard connects with others 
like ISO/IEC 27001 and ISO/IEC 27003.


Completing this course prepares you for the certification exam and allows you to apply for 
the PECB Certificate Holder in ISO/IEC 27002 Foundation — demonstrating your 
understanding of key information security controls and their application in modern ISMS 
environments.

Learning Objectives
By the end of the course, you will be able to:

Explain the fundamental concepts of information security, cybersecurity, and privacy 
based on ISO/IEC 27002

Discuss how ISO/IEC 27002 relates to ISO/IEC 27001 and other standards

Interpret the organisational, people, physical, and technological controls of ISO/IEC 
27002 in context
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Who Should Attend?
Managers and consultants seeking knowledge of ISO/IEC 27002 controls

Information security professionals responsible for control implementation

Individuals involved in ISMS processes or looking to build a career in security

Anyone wishing to understand the structure and logic behind ISO/IEC 27002

What’s Included?
200+ pages of course material, examples, and exercises

Exam and certification fees

Course completion attestation, granting 14 CPD  credits.

Course Agenda
Day 1 Introduction to ISO/IEC 27002 and organizational controls 

Day 2 People, physical, and technological controls and  certificate exam

Certification & Exam
No prerequisites required, just signing the PECB Code of Ethics
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Exam: 1 hour, taken on day 2

It covers the following competency domains:

Domain 1 Fundamental principles and concepts of information security, 
cybersecurity, and privacy 

Domain 2 Information security controls based on  ISO/IEC 27002

Retake: Free retake within 12 months if needed

Maintenance Fee: First year included; fees applies from second year. Pay $120/year or 
save 10% by paying three years upfront.

https://techgovernanceinstitute.com/

