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& Online instructor-led
Face to face
Self-study

Modality
“» English
Language

®© 2 days

Duration

Gain a foundational understanding of Information Security Incident Management with the
ISO/IEC 27035 Foundation course. In just 2 days, you'll learn how to implement an incident
management plan and handle security incidents effectively using the principles and
structure of ISO/IEC 27035.

This course introduces key concepts and process approaches for detecting, reporting,
assessing, and responding to information security incidents. Upon completing the course
and passing the exam, you can apply for the PECB Certified ISO/IEC 27035 Foundation
credential — a recognition of your knowledge in incident handling aligned with
international standards.

'Learning Objectives

By the end of the course, you will be able to:
(¥) Understand the basic concepts of Information Security Incident Management

©) Acknowledge the correlation between ISO/IEC 27035 and other standards and
regulatory frameworks

©) Understand the process approaches used to effectively manage Information Security
Incidents
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‘Who Should Attend”?

£ Individuals interested in Information Security Incident Management process

© Individuals seeking to gain knowledge about the main principles and concepts of
Information Security Incident Management

(1] Individuals interested in pursuing a career in Information Security Incident
Management

‘What's Included?

] 200+ pages of course content with practical examples
é_j Certification and exam fees included

(2 Course completion attestation, granting 14 CPD credits.

Course Agenda

Day 1 | Introduction to fundamental principles and concepts of Information Security
Incident Management by using ISO/IEC 27035

Day 2| Information Security Incident Management process approaches and Certification
Exam

tCertification & Exam

© No prerequisites required, just signing the PECB Code of Ethics
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[Z) Exam: 1 hour, taken on Day 2

It covers the following competency domains:

Domain 1 | Fundamental principles and concepts of Information Security Incident
Management.
Domain 2 | Information Security Incident Management.

(“) Retake: Free retake within 12 months if needed

B Maintenance Fee: First year included; fees applies from second year. Pay $120/year or
save 10% by paying three years upfront.

- 03 ¢ For additional information, please contact us at hello@ttgi.tech
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